GeoTrust Code Signing Certificate Subscriber Agremsm

YOU MUST READ THIS SUBSCRIBER AGREEMENT ("SUBSCRIBEAGREEMENT")
BEFORE APPLYING FOR, ACCEPTING, OR USING A GEOTRUSDDE SIGNING
CREDENTIAL (EACH, A "CERTIFICATE" AS FURTHER DEFINE IN SECTION 2). IF
YOU DO NOT AGREE TO THE TERMS OF THIS SUBSCRIBER RGEMENT, DO NOT
APPLY FOR, ACCEPT, OR USE THE CERTIFICATE. BY CLIOXG "ACCEPT" BELOW
OR BY ACCEPTING OR USING A CERTIFICATE, YOU AGREEOTBECOME A PARTY
TO, AND BE BOUND BY, THE TERMS OF THIS AGREEMENT.

ALL REFERENCES TO "GEOTRUST" IN THIS SUBSCRIBER AGEMENT SHALL BE
UNDERSTOOD AS REFERENCES TO THE GEOTRUST LEGAL ENYISPECIFIED ON
THE HOMEPAGE OF THE WEBSITE ON WHICH YOU APPLIED FROYOUR
CERTIFICATE.

IF YOU ARE THE CUSTOMER OF A WEB HOST (AS DEFINEDBREIN), YOU
REPRESENT AND WARRANT THAT YOUR WEB HOST IS AUTHORED TO APPLY
FOR, ACCEPT, INSTALL MAINTAIN AND, IF NECESSARY, INTIATE REVOCATION
OF, THE CERTIFICATE ON YOUR BEHALF. YOU MUST ALSORAD AND AGREE TO
THIS SUBSCRIBER AGREEMENT BEFORE ACCEPTING OR USIMGCERTIFICATE.
BY ALLOWING YOUR WEB HOST TO USE THE CERTIFICATE, U ARE AGREEING
TO BE BOUND BY THE TERMS OF THIS SUBSCRIBER AGREEME. IF YOU DO NOT
AGREE TO THE TERMS OF THIS SUBSCRIBER AGREEMENT, RDACT GEOTRUST
IMMEDIATELY AT THE TELEPHONE NUMBER SET FORTH IN SETION 24 BELOW
AND GEOTRUST WILL REVOKE THE CERTIFICATE.

IF YOU ARE A WEB HOST AND ARE ACTING AS THE AUTHORIED
REPRESENTATIVE OF A CUSTOMER IN APPLYING FOR A CERFICATE, YOU
REPRESENT AND WARRANT AS SET FORTH IN SECTION 8IB.YOU ARE A WEB
HOST AND ARE APPLYING FOR YOUR OWN CERTIFICATE, TBISUBSCRIBER
AGREEMENT APPLIES TO YOU IN ITS ENTIRETY, EXCEPT FOSECTION 8.3.

1. Definitions. The capitalized terms used in this Agreement dtaie the following meanings
unless otherwise specified and any reference teitiygilar includes the plural and vice versa.

"Authenticate” or "Authentication” shall mean tretians a CA takes to confirm that; (i) the
Subscriber is entitled to use the organization@mmon name listed in the Certificate
Application, if an organization name is listed irck Certificate Application; (ii) the Subscriber's
organization does in fact exist; (iii) the Subserlb organization has authorized the Certificate
Application; and (iv) the person submitting the @mate Application on behalf of the
Subscriber is authorized to do so.

"Certification Authority” ("CA") shall mean GeoTryysan RA or any other GeoTrust authorized
entity, authorized to issue, manage, revoke, aneweseoTrust Certificates.

"Certificate Applicant" is an individual or orgaritron that requests the issuance of a Certificate
by a CA, provided, however, that when a Web Hot an behalf of its customer through the
GeoTrust Reseller Center, such customer shall emee the Certificate Applicant.



"Certificate Application" is a request from a Chctite Applicant (or authorized agent of the
Certificate Applicant) to a CA for the issuanceadCertificate.

"Code Confirmation Certificate" includes GeoTrustdgé Signing Credential for Microsoft
Authenticode; for Microsoft Windows Mobile, or f&un Java, as applicable, that are used to
verify the identity of and to affirm the integritf code supplied by Publishers.

"Compromise" shall mean a loss, theft, disclosomeglification, unauthorized use, or other
compromise of the security of a private key.

"Derivative Work" shall have the meaning set fartlsection 10.

"Device" shall mean any hardware appliance or sarvapplication, such as a server load
balancer or SSL accelerator, that routes electmatia from one point to other single or multiple
point(s) on a network.

"Internet Service Provider" ("ISP") shall mean aibess, such as an internet service provider,
systems integrator, Web Host or technology consylthat provides server space, Web services
and file maintenance for Web sites controlled liduals or companies that do not have their
own Web servers.

"Publisher" means the developer and/or publisheotifvare code or applications.

“Publisher Certificate” means a certificate issbgdseoTrust to the Publisher so that GeoTrust
can verify the identity of the Publisher during ttae signing process.

"Registration Authority" ("RA") shall mean an indtlwal and/or entity approved by a CA to
perform Authentication, assist Subscribers in aipglyor Certificates, and to approve or reject
Certificate Applications, revoke Certificates, enew Certificates.

"Relying Party" shall mean an individual or orgaatian that acts in reliance on a Certificate
and/or a digital signature.

"Repository” shall mean the collection of documdoatated at the link for the repository which
may be accessed from the homepage of the websitevihich you applied for your Certificate.

"Subject" is the holder of a private key correspngdo a public key. A Subject is assigned an
unambiguous nhame, which is bound to the publicdaytained in the Subject's Certificate.

"Subscriber" is an individual authorized by an oigation to enter into service and that has been
issued a Certificate. A Subscriber is capable ofgyjsand is authorized to use, the private key that
corresponds to the public key listed in the Cexdife; provided, however, that an entity acting as
a Web Host that submits a Certificate Applicationbehalf of its customer and manages the
lifecycle processes of such customer's Certificatet the Subscriber and the Web Host's
customer is the actual Subscriber and is ultimatedponsible for the Subscriber's obligations
under the appropriate Subscriber Agreement.

"GeoTrust CPS" shall mean the GeoTrust CertificaRoactice Statement, as amended from time
to time, which may be accessed from the Repository.

"GeoTrust Intellectual Property Rights" shall hélve meaning set forth in Section 10.



"GeoTrust PKI" shall mean the GeoTrust public kefyastructure that provides Certificates for
individuals and organizations.

"Web Host" shall mean an entity providing web segsgifor another, such as an Internet Service
Provider, a systems integrator, a reseller, a feahoonsultant, an application service provider,
or similar entity.

2. Description of the Certificate. GeoTrust Code Signing Certificates provide asswsuof the
identity of the Subscriber based on a confirmati@t the Subscriber organization does in fact
exist, that the organization has authorized theif®ate Application, and that the Certificate
Applicant was authorized to do so. The Certificat® provides assurances that the Subscriber is
entitled to use the organization name listed inGkdificate Application, if a organization name

is listed in such Certificate Application.

3. Processing the Certificate Application. Upon GeoTrust's receipt of the necessary payment
and upon completion of Authentication proceduregiired for the Certificate you have
purchased, GeoTrust will process your Certificapplication, and GeoTrust will notify you
whether your Certificate Application is approvedejected. Note that GeoTrust will issue a
Certificate only after it has communicated directyer the telephone or email, with the
corporate contact listed in the Certificate Apgiioa. If your Certificate Application is approved,
GeoTrust will issue you a Certificate for your uis@ccordance with this Subscriber Agreement.
After you pick up or otherwise install your Cemtidite, you must review the information in it
before using it and promptly notify GeoTrust of aryors. Upon receipt of such notice, GeoTrust
may revoke your Certificate and issue you a coedkQertificate.

4. Use Restrictions. You are prohibited from using your Certificate:fé)y or on behalf of any
other organization; (ii) to perform private or piglitey operations in connection with any
Domain and/or organization name other than thesobenitted by you on your Certificate
Application; (iii) to distribute malicious or harmifcontent of any kind including, but not limited
to, content that would otherwise have the effeéghobnveniencing the recipient of such content;
(iv) in a manner that transfers control or perraitsess of the private key corresponding to the
public key of the Certificate to anyone other tla@nemployee authorized by the Subscriber (any
such transfer to be in a secure manner so as tecptbe private key);or (v) for use as control
equipment in hazardous circumstances or for uspsrieg fail-safe performance such as the
operation of nuclear facilities, aircraft navigatior communication systems, air traffic control
systems, or weapons control systems, where failméd lead directly to death, personal injury,
or severe environmental damagelditional Provisions Applicableto Microsoft Windows
Maobile Applications: This subsection applies only if you have purchased a Publisher Certificate

or have had code signed by Code Confirmation Certificate for Microsoft Windows Mobile
Applications. You shall be wholly responsible for implementindigies and procedures for the
protection of any hardware security module on wiyictr Certificate is issued, if applicable,
including any loss or unauthorized use of or acte#s You shall notify GeoTrust immediately
in the event of the loss or unauthorized use @foess to any hardware security module on
which you Certificate is issued, if applicable. Yshall maintain reliable written or electronic
records of all individuals authorized to have asdesor use the your hardware security module,
if applicable, and of all uses of your Publishertifieate, including dates and times of access or
use, individuals(s) authorized and/or using theifieate, and application(s) signed. When
submitting code to be signed by a Code Confirmafiertificate, you shall provide GeoTrust
with the complete code or a unique representatidheocode in executable form, digitally signed



using your Publisher Certificate. If you are signapplications with the Microsoft Privileged
Certificate for Microsoft Windows Mobile devicexy agree to comply with the Microsoft
Technology Requirements available at
http://msdn.microsoft.com/library/default.asp?uibrary/en-
us/dnsmtphn2k3/html/smartphone_security aspipdated from time to time. You further agree
that Microsoft shall be an express third party Ifiersgy of the obligations contained in this
subsection.

5. Revocation. If you discover or have reason to believe therebiess a Compromise of your
private key or the activation data protecting spatiate key, or the information within the
Certificate is incorrect or has changed, or if yorganizational name and/or individual
registration has changed, you must immediatelyin@eoTrust and request revocation of the
Certificate and you must notify any person that megsonably be expected by you to rely on or
to provide services in support of the Certificataaligital signature verifiable with reference to
the Certificate. GeoTrust retains the right to lesgour Certificate if, within forty-five (45) days
of receiving an invoice from GeoTrust, you do nay phe invoice. GeoTrust retains the right to
revoke your Certificate at any time without notit€i) GeoTrust discovers that the information
within your Certificate is no longer valid; (ii) ydail to perform your obligations under the terms
of this Subscriber Agreement; or (iii) in GeoTrastble discretion, you have engaged in activities
which GeoTrust determines are harmful to the GesfTPKI.

6. Obligations Upon Revocation or Expiration. Upon expiration or notice of revocation of your
Certificate, you shall not use it for any purpaseréatfter.

7. Third-Party Service Providers. If you are purchasing a service from GeoTrust ifetides
one or more services provided by a third party, Bast may disclose your Certificate
Application and enrollment information to thesedhparty service providers and they may
contact you directly regarding their services. Yaueby agree to GeoTrust's disclosure of your
Certificate Application and enrollment informatitmthese third party service providers and
agree that they may contact you directly regartieg services. For further information on
processing of personal data, please see GeoTlusty Statement. Unless otherwise stated
herein, any terms and conditions for these prodsltadl be provided to you directly by the third
party service provider. GeoTrust disclaims any alhd/arranties, refuses any and all liability,
and shall not provide partial refunds for any seg\provided by a third party.

8. Representations and Warranties.

8.1 GeoTrust Representations and Warranties. GeoTrust represents and warrants to you that:
(i) there are no errors introduced by GeoTrustdanCertificate information as a result of
GeoTrust's failure to use reasonable care in cigé#tie Certificate; (ii) your Certificate complies
in all material respects with the GeoTrust CPS; @ndseoTrust's revocation services and use of
the Repository conform to the GeoTrust CPS in allarial aspects.

8.2 Your Representationsand Warranties. You represent and warrant to GeoTrust and anyone
who relies on your Certificate that: (i) all thddmmation you provide and all the representations
you make to GeoTrust in your Certificate Applicati@re accurate; (ii) you will inform GeoTrust

if the information you provided or the represemtasi you made to GeoTrust in your Certificate
Application changed or is no longer valid; (iii) @ertificate information you provided (including
your e-mail address) infringes the intellectualgamy rights of any third parties; (iv) the
Certificate Application information you providedh@uding your email address) has not been and
will not be used for any unlawful purpose; (v) oprsons authorized by Subscriber has had or



will have access to the private key correspondintipé¢ public key of the Certificate; (vi) only
person(s) authorized by Subscriber has had accegfi bave access (since the time of its
creation) any challenge phrase, PIN, software aodWware mechanism protecting your private
key corresponding to the public key of the Cerdifeg (vii) you will use your Certificate
exclusively for authorized and legal purposes &iast with this Subscriber Agreement; (viii)
you will use your Certificate as an end-user Subecrand not as a Certification Authority
issuing Certificates, certification revocationdisor otherwise; (ix) each digital signature crdate
using your private key is your digital signatureddhe Certificate has been accepted and is
operational (not expired or revoked) at the timeedigital signature is created; (xi) you manifest
assent to this Subscriber Agreement as a condifiobtaining a Certificate; and (xii) you will

not monitor, interfere with, or reverse engineawvésto the extent that you can not be prohibited
from so doing under applicable law) the techniocgdlementation of the GeoTrust PKI, except
with the prior written approval from GeoTrust, asithll not otherwise intentionally compromise
the security of the GeoTrust PKI. You further reggnet and warrant that you have sufficient
information to make an informed decision as togkkent to which you choose to rely on the
information in a digital certificate issued withime GeoTrust PKI, that you are solely responsible
for deciding whether or not to rely on such infotima, and that you shall bear the legal
consequences of your failure to perform any obilget you might have as a Relying Party under
the applicable Relying Party Agreement.

8.3 Web Host Representations and Warranties. Web Host represents and warrants to GeoTrust
and anyone who relies on its customer's Certifitae (i) it has the authority of its customer to
enter into this Subscriber Agreement on its custtanieehalf and to bind its customer to the terms
and conditions of this Subscriber Agreement; {ighall procure its customer's compliance with
the terms and conditions of this Subscriber Agra®{@i) any customer information it includes

in the Certificate Application shall be the exadbrmation provided to it by such customer; (iv)
any of its information in the Certificate Applicati is accurate and true; (v) no Certificate
information it provided (including e-mail addregsringes the intellectual property rights of any
third parties; (vi) it has been (since the timeswth key's creation) and will remain the only
person possessing its customer's private key andrailenge phrase, PIN, software, or
hardware mechanism protecting its private key andmauthorized person has had or will have
access to such private key; (vii) it will use itsstomer's Certificate as set forth hereunder;)(iiii
will use its customer's Certificate as a Subscraret not as a Certification Authority issuing
Certificates, certification revocation lists, ohetwise; (ix) each digital signature created usisg
customer's private key is its customer's digitghature, and the Certificate has been accepted
and is operational (not expired or revoked) attitine the digital signature is created; and (x) it
will not monitor, interfere with, or reverse engamgsave to the extent that it can not be
prohibited from so doing under applicable law) t&ehnical implementation of the GeoTrust

PKIl, except with the prior written approval from &eust, and shall not otherwise intentionally
compromise the security of the GeoTrust PKI. WelstHorther represents and warrants that it
has sufficient information to make an informed dexi as to the extent to which it chooses to
rely on the information in a digital certificatesiged within the GeoTrust PKI, that it is solely
responsible for deciding whether or not to relysach information, and that it shall bear the legal
consequences of its failure to perform any oblageiit might have as a Relying Party under the
applicable Relying Party Agreement.

8.4 Additional Representationsand Warranties Applicableto Publisher Certificatesonly.

You agree to: (i) adhere to and be bound by thel@ed CPS, which is incorporated by
reference into this Subscriber Agreement; (ii) theePublisher Certificate only for the purposes
of identification of the Publisher as the party lpgling the application and establishing the code
for the application as published by the Publiskeras to permit future verification that the code



has not been tampered with; (iii) protect the aterfitiality of the Publisher private keys from
unauthorized use, access or disclosure; (iv) doachind store Publisher private keys on
hardware security modules that have been certifidtlPS 140-2 Level 2 or greater of the EU
Equivalent that are dedicated solely for use byRtkelisher to which they are issued. You further
represent and warranty that: (i) you shall ensaé only trustworthy individuals who have been
advised of and who have agreed to comply withéhmg of this Subscriber Agreement shall be
authorized to digitally sign code with the Publisfertificate; and (ii) you have exercised
reasonable care consistent with prevailing industapdards to exclude programs, extraneous
code, viruses, or data that may be reasonably eeghém damage, misappropriate or interfere
with the use of data, software, systems, or opmratof private root providers.

8.5 Additional Representationsand Warranties Applicableto Microsoft Authenticode Code
Signing Digital 1Ds. You hereby make the following software publishpr&dge to all users and
the applicable Certification Authority concerningftsvare that you sign with your Certificate: In
addition to the other representations, obligatiamsl warranties in this Subscriber Agreement,
you represent and warrant that you will exercigsoaable care consistent with prevailing
industry standards to exclude programs, extraneods, viruses, or data that may be reasonably
expected to damage, misappropriate, or interfetie thie use of data, software systems, or
operations of any third party. In no event shall @4 or GeoTrust be held responsible for your
breach of such representation and warranty. Thisidaf the applicable CA and GeoTrust
shall be final as to whether: (i) you have matériateached this Subscriber Agreement; and (i)
any responsive actions taken (or not taken) byClend GeoTrust were necessary and
appropriate.

9. Fees, Payments and Term of Service. As consideration for the Certificate and associated
services you have purchased, you agree to pay @soffie applicable service(s) fees set forth on
our Web site at the time of your selection, oggplicable, upon receipt of your invoice from
GeoTrust. All fees are due immediately and are mdmrdable, except as otherwise expressly
noted below in this Subscriber Agreement. Any resieat your services with GeoTrust is subject
to our then current terms and conditions, includmg not limited to, successful completion of
any applicable authentication procedure, and paywieall applicable service fees at the time of
renewal. GeoTrust will provide you notice priorthe renewal of your services at least thirty (30)
days in advance of the renewal date. You are soéslyonsible for the credit card information
you provide to GeoTrust and must promptly informo@Grust of any changes thereto (e.qg.,
change of expiration date or account number). titich, you are solely responsible for ensuring
the services are renewed. GeoTrust shall haveahiitly to you or any third party in connection
with the renewal as described herein, including,nmt limited to, any failure or errors in
renewing the services. You agree to pay all vatiged, sales and other taxes (other than taxes
based on GeoTrust's income) related to GeoTrugicesror payments made by you hereunder.
Set up fees, if any, will become payable on thdiegpiple effective date for the applicable
GeoTrust services. All sums due and payable tmaaire unpaid after any applicable cure period
herein will accrue interest as a late charge d¥lper month or the maximum amount allowed by
law, whichever is less.

10. Owner ship. Except as otherwise set forth herein, all righlie tind interest in and to all: (i)
registered and unregistered trademarks, servicksnaad logos; (ii) patents, patent applications,
and patentable ideas, inventions, and/or improvésnén) trade secrets, proprietary information,
and know-how; (iv) all divisions, continuationsisgues, renewals, and extensions thereof now
existing or hereafter filed, issued, or acquirefiirégistered and unregistered copyrights
including, without limitation, any forms, imagesidiovisual displays, text, software; and (vi) all
other intellectual property, proprietary rightsather rights related to intangible property which



are used, developed, comprising, embodied in,astimed in connection with any of the
GeoTrust services identified herein ("GeoTrustllatéual Property Rights") are owned by
GeoTrust or its licensors, and you agree to makeaim of interest in or ownership of any such
GeoTrust Intellectual Property Rights. You acknalgie that no title to the GeoTrust Intellectual
Property Rights is transferred to you, and thatgounot obtain any rights, express or implied, in
the GeoTrust or its licensors' service, other thamrights expressly granted in this Subscriber
Agreement. To the extent that you create any DevivdVork (any work that is based upon one
or more preexisting versions of a work providegi@a, such as an enhancement or modification,
revision, translation, abridgement, condensatigpagsion, collection, compilation or any other
form in which such preexisting works may be rectiaf)sformed or adapted) such Derivative
Work shall be owned by GeoTrust and all rightetahd interest in and to each such Derivative
Work shall automatically vest in GeoTrust. GeoTslstll have no obligation to grant you any
right in any such Derivative Work. You may not reseeengineer, disassemble or decompile the
GeoTrust Intellectual Property or make any attetmtbtain source code to the GeoTrust
Intellectual Property (save to the extent that gan not be prohibited from so doing under
applicable law). You have the right to use the iGeate under the terms and conditions of this
Subscriber Agreement.

11. Modificationsto Subscriber Agreement. Except as otherwise provided in this Subscriber
Agreement, you agree, during the term of this StlbscAgreement that GeoTrust may: (i)
revise the terms and conditions of this Subscillm@eement; and/or (ii) change part of the
services provided under this Subscriber Agreemeaiyatime. Any such revision or change will
be binding and effective thirty (30) days aftertpus of the revised Subscriber Agreement or
change to the service(s) on GeoTrust's Web sitagyan notification to you by e-mail. You

agree to periodically review GeoTrust's Web siteduding the current version of this

Subscriber Agreement available on GeoTrust's Wel,qio be aware of any such revisions. If
you do not agree with any revision to the Subsciigreement, you may terminate this
Subscriber Agreement at any time by providing GesfTwith notice. Notice of your termination
will be effective on receipt and processing by GeisT. Any fees paid by you if you terminate
this Subscriber Agreement are nonrefundable. Byirmoimg to use GeoTrust services after any
revision to this Subscriber Agreement or changgemwvice(s), you agree to abide by and be bound
by any such revisions or changes. GeoTrust is aandb by nor should you rely on any
representation by: (i) any agent, representativenguloyee of any third party that you may use to
apply for GeoTrust's services; or in (i) infornmatiposted on our Web site of a general
informational nature. No employee, contractor, agemepresentative of GeoTrust is authorized
to alter or amend the terms and conditions of $lulsscriber Agreement.

12. Privacy. You agree to the use of your data and informatioacicordance with the following:
GeoTrust will treat and process the data you peindyour Certificate Application in

accordance with the privacy statement specifibésé Services (“GeoTrust Privacy Statement or
“Privacy Statement”), as amended from time to tand accessible from the home page of the
website from which you enrolled for your CertifieatGeoTrust may place in your Certificate
information that you provide in your Certificate plization. GeoTrust may also: (i) publish your
Certificate and information about its status in Repository; and (ii) use such information for the
purposes set out in this Agreement and in the Gest Rrivacy Statement. If you are a Web Host
acting on behalf of a customer, you warrant that lyave all necessary rights (including
consents) to provide customer information to Gesffamder this Agreement and in accordance
with the GeoTrust Privacy Policy. If you are a cmsér of a GeoTrust entity that is not GeoTrust,
Inc., you are aware that GeoTrust may transfeirttoemation you provide in your Certificate
Application to GeoTrust, Inc. in the United Statesprocessing of your Certificate, which by
some jurisdictions may be deemed to have inadegiadseprotection regulations. You hereby



agree that GeoTrust may take each of the acticesfag in this Section. For further information
on processing of customer data, please see oucalplel Privacy Statement.

13. Refund Policy. GeoTrust shall provide refunds pursuant to its ReéfRolicy published on its
Web site.

14. Disclaimer s of Warranties. YOU AGREE THAT YOUR USE OF GEOTRUST'S
SERVICE(S) IS SOLELY AT YOUR OWN RISK. YOU AGREE TAT ALL SUCH
SERVICES ARE PROVIDED ON AN "AS IS" AND AS AVAILABIEE BASIS, EXCEPT AS
OTHERWISE NOTED IN THIS SUBSCRIBER AGREEMENT. GEOURT EXPRESSLY
DISCLAIMS ALL REPRESENTATIONS, WARRANTIES, GUARANTES, TERMS OR
CONDITIONS OF ANY KIND, WHETHER EXPRESS OR IMPLIEDNCLUDING BUT
NOT LIMITED THOSE OF MERCHANTABILITY, FITNESS FOR RARTICULAR
PURPOSE, SATISFACTORY QUALITY AND NON-INFRINGEMENTOTHER THAN THE
REPRESENTATIONS AND WARRANTIES AS SET FORTH IN SEION 8, GEOTRUST
DOES NOT MAKE ANY REPRESENTATION, WARRANTY, GUARANEE, TERM, OR
CONDITION THAT ANY SERVICE WILL MEET YOUR REQUIREMIENTS, OR THAT
ANY SERVICE WILL BE UNINTERRUPTED, TIMELY, SECURE R ERROR FREE; NOR
DOES GEOTRUST MAKE ANY REPRESENTATION, WARRANTY, GARANTEE, TERM
OR CONDITION AS TO THE RESULTS THAT MAY BE OBTAINEIFROM THE USE OF
THE SERVICE OR TO THE ACCURACY OR RELIABILITY OF AXN INFORMATION
OBTAINED THROUGH GEOTRUST'S SERVICE. YOU UNDERSTANAND AGREE
THAT ANY MATERIAL AND/OR DATA DOWNLOADED OR OTHERWISE OBTAINED
THROUGH THE USE OF GEOTRUST'S SERVICES IS DONE ADYR OWN
DISCRETION AND RISK. TO THE EXTENT JURISDICTIONS DQOT ALLOW THE
EXCLUSION OF CERTAIN REPRESENTATIONS, WARRANTIES CRUARANTEES,
SOME OF THE ABOVE EXCLUSIONS MAY NOT APPLY TO YOUWSEOTRUST IS NOT
RESPONSIBLE FOR AND SHALL HAVE NO LIABILITY WITH RESPECT TO ANY
PRODUCTS AND/OR SERVICES PURCHASED BY YOU FROM A TRD PARTY.

15. Indemnity. You agree to release, indemnify, defend and hotthless GeoTrust and any of
its contractors, agents, employees, officers, threcshareholders, affiliates and assigns from all
liabilities, claims, damages, costs and expensekjding reasonable attorney's fees and
expenses, of third parties relating to or arisingad: (i) this Subscriber Agreement or the breach
of your warranties, representations and obligatiomder this Subscriber Agreement; (ii)
falsehoods or misrepresentations of fact by yotherCertificate Application; (iii) any
infringement of an intellectual property or otheoprietary right of any person or entity arising
from any information or content provided by yow) fiailure to disclose a material fact on the
Certificate Application if the misrepresentationoonission was made negligently or with intent
to deceive any party; or (v) failure to protect thivate key, or use a trustworthy system, or to
take the precautions necessary to prevent the amige, loss, disclosure, modification or
unauthorized use of the private key under the terfitisis Subscriber Agreement. When
GeoTrust is threatened with suit or sued by a thandy, GeoTrust may seek written assurances
from you concerning your promise to indemnify Geasliy your failure to provide those
assurances may be considered by GeoTrust to béeaiahéireach of this Subscriber Agreement.
GeoTrust shall have the right to participate in dafense by you of a third-party claim related to
your use of any GeoTrust services, with couns&adTrust's choice at your own expense. You
shall have sole responsibility to defend GeoTrgsirest any claim, but you must receive the
prior written consent of GeoTrust regarding angtesd settlement. The terms of this Section 15
will survive any termination or cancellation ofdtubscriber Agreement. As a Relying Party,
you further agree to release, indemnify, defendteid harmless GeoTrust and any of its



contractors, agents, employees, officers, directrareholders, affiliates and assigns from all
liabilities, claims, damages, costs and expensekjding reasonable attorney's fees and
expenses, of third parties relating to or arisingad: (i) your failure to perform the obligation$
a Relying Party as set forth in the applicable Reiyarty Agreement; (ii) your reliance on a
certificate that is not reasonable under the cigtances; or (iii) your failure to check the status
of such certificate to determine whether the deetté is expired or revoked.

16. Limitations of Liability.
16.1 Intentionally Left Blank

16.2OTHER LIMITATIONS. THIS SECTION 16.2 APPLIES TO LIABILITY UNDER
CONTRACT (INCLUDING BREACH OF WARRANTY), TORT (INCUDING
NEGLIGENCE AND/OR STRICT LIABILITY), AND ANY OTHERLEGAL OR
EQUITABLE FORM OF CLAIM. IF YOU INITIATE ANY CLAIM, ACTION, SUIT,
ARBITRATION, OR OTHER PROCEEDING RELATING TO SERVES PROVIDED
UNDER THIS SUBSCRIBER AGREEMENT, TO THE EXTENT PERMED BY
APPLICABLE LAW, GEOTRUST SHALL NOT BE LIABLE FOR:A) ANY LOSS OF
PROFIT, BUSINESS, CONTRACTS, REVENUE OR ANTICIPATEIAVINGS; OR (B)
ANY INDIRECT OR CONSEQUENTIAL LOSS. GEOTRUST'S TOTALIABILITY FOR
DAMAGES SUSTAINED BY YOU AND ANY THIRD PARTY FOR AN USE OR
RELIANCE ON A CERTIFICATE SHALL BE LIMITED, IN THEAGGREGATE, TO ONE
HUNDRED THOUSAND U.S. DOLLARS (US$100,000) OR THREIVALENT IN LOCAL
CURRENCY. THE LIABILITY LIMITATIONS PROVIDED IN THIS SECTION 16.2 SHALL
BE THE SAME REGARDLESS OF THE NUMBER OF DIGITAL SNATURES,
TRANSACTIONS, OR CLAIMS RELATED TO SUCH CERTIFICATHHIS SECTION 16.2
DOES NOT LIMIT REFUND PAYMENTS OR PAYMENTS UNDER THNETSURE
PROTECTION PLAN. TO THE EXTENT JURISDICTIONS DO NOALLOW THE
EXCLUSION OF CERTAIN LIABILITY LIMITATIONS, SOME OFTHE ABOVE
EXCLUSIONS MAY NOT APPLY TO YOU.

17. Force Majeure. Except for payment and indemnity obligations hedsunneither party shall
be deemed in default hereunder, nor shall it Hoddather party responsible for, any cessation,
interruption or delay in the performance of itsightions hereunder due to earthquake, flood,
fire, storm, natural disaster, act of God, war,eatroonflict, terrorist action, labor strike, lockpu
boycott or other matter outside its reasonablerogrgrovided that the party relying upon this
Section 17 shall: (i) have given the other pargnmpt written notice thereof; and (ii) take all
steps reasonably necessary to mitigate the efééthe force majeure event; provided further,
that in the event a force majeure event describékis Section 17 extends for a period in excess
of thirty (30) days in aggregate, the other paraynmmediately terminate this Subscriber
Agreement.

18. Compliance with Law, Export Requirements, and Foreign Reshipment Liability. Both
parties shall comply with all applicable federahts and local laws, regulations, and export
requirements in connection with their obligatiomsler this Agreement. Without limiting the
generality of the foregoing, each party agreeotopy with all export requirements (“Export
Control”). Regardless of any disclosure you mak&eoTrust of an ultimate destination of any
Certificates, software, hardware, or technical datgortions thereof) supplied by GeoTrust
(“GeoTrust Technology”) and, notwithstanding angthtontained in this Agreement to the
contrary, you will not: (i) modify, export, or reqgort, either directly or indirectly, any GeoTrust
Technology to any destination restricted or prdbitbby Export Control, without first obtaining



any and all necessary licenses from the UnitecSigavernment or any other country that
imposes Export Control; (ii) provide GeoTrust Tealogy to any proscribed party on the United
States Treasury Department’s Office of Foreign A€setrol list of “specially designated
nationals and blocked persons”, the United Statear@erce Department’s “denied parties list”,
the United States Commerce Departments “BIS Eht#ty or such other applicable lists; or (iii)
export or re-export GeoTrust Technology, directlyirectly, for nuclear, missile, or
chemical/biological weaponry end uses prohibitedtkgort Control. GeoTrust shall have the
right to suspend performance of any of its obligadiunder this Agreement, without any prior
notice being required and without any liabilityytou, if you fail to comply with this provision.

19. Severability. You agree that the terms of this Subscriber Agredmee severable. If any
term or provision is declared invalid or unenfotgeain whole or in part, that term or provision
will not affect the remainder of this Subscriberr@gment; this Subscriber Agreement will be
deemed amended to the extent necessary to makgutéeriber Agreement enforceable, valid
and, to the maximum extent possible consistent agtblicable law, consistent with the original
intentions of the parties; and the remaining teams provisions will remain in full force and
effect.

20. Governing Law. This Agreement and any disputes relating to theiees provided

hereunder shall be governed and interpreted acwptdieach of the following laws, respectively,
without regard to its conflicts of law provisior(g) the laws of the State of California, if you are
located in North America or Latin America; or (betlaw of England, if you are located in
Europe, Middle East or Africa; or (c) the laws afigapore, if you are located in Asia Pacific
including Japan. The United Nations Convention ont€cts for the International Sale of Goods
shall not apply to this Agreement.

21. Dispute Resolution. To the extent permitted by law, before you filet suiinitiate an
administrative claim with respect to a dispute imir@y any aspect of this Agreement, you shall
notify GeoTrust, and any other party to the disgatehe purpose of seeking a business
resolution. Both you and GeoTrust shall make geaith fefforts to resolve such dispute via
business discussions. If the dispute is not redohithin sixty (60) days after the initial notice,
then a party may proceed as permitted under ajpididaw as specified under this Agreement.

22. Intentionally Left Blank

23. Non-Assignment. You may not assign the rights granted hereund#hi®iAgreement, in
whole or in part and whether by operation of castiriaw or otherwise, without GeoTrust's prior
express written consent. Such consent shall nahbeasonably withheld or delayed.

24. Notices and Communications. You will make all notices, demands or requests ¢oT3ust
with respect to this Subscriber Agreement in wgitin the "Contact" address listed on the
website from where you purchased your Certificaith) a copy to: General Counsel — Legal
Department, GeoTrust, Inc., 350 Ellis Street, Maim¥iew, California, USA 94043. References
to telephone numbers above shall mean 1-650-523-800

25. Entire Agreement. This Subscriber Agreement and if you are a Web Hastr Web Host
agreement with GeoTrust, constitute the entire tstdading and agreement between GeoTrust
and you with respect to the transactions contemg)atnd supersedes any and all prior or
contemporaneous oral or written representationerstanding, agreement or communication
between GeoTrust and you concerning the subjedemntagreof. Neither party is relying upon

any warranties, representations, assurances océntknts not expressly set forth herein. Section



headings are inserted for convenience of referenlyeand are not intended to be part of or to
affect the meaning this Subscriber Agreement. Temasconditions in any purchase orders that
are not included in this Subscriber Agreement at gonflict with this Subscriber Agreement are
null and void.
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