GEOTRUST RELYING PARTY AGREEMENT

YOU MUST READ THIS RELYING PARTY AGREEMENT (“AGREEMINT”) BEFORE
VALIDATING A GEOTRUST DIGITAL CERTIFICATE ("CERTIFICATE"), ACCESSING OR
USING ANY INFORMATION FROM GEOTRUST’'S REPOSITORY ORNY CERTIFICATE
REVOCATION LIST ISSUED BY GEOTRUST, INC. ("GEOTRUSIRL").IF YOU DO NOT AGREE
TO THE TERMS OF THIS AGREEMENT, DO NOT SUBMIT A QU AND DO NOT
DOWNLOAD, ACCESS, OR USE ANY GEOTRUST CRL BECAUSEOU ARE NOT
AUTHORIZED TO DO SO.

1. Background. This Agreement becomes effectivermyloel submit a query to search for a Certificate, 0
to verify a digital signature created with a previey corresponding to a public key contained in a
Certificate, by downloading a GeoTrust CRL, or wiyen otherwise use or rely upon any information or
services provided by GeoTrust's Repository, GedBrusebsite, or any GeoTrust CRL.

2. Definitions. The capitalized terms used in thigeement shall have the following meanings unless
otherwise specified:

“Certificate” shall mean a digitally signed messé#ug contains a Subscriber’s public key and assesi
it with information authenticated by GeoTrust déeoTrust authorized entity

“Certificate Applicant” shall mean an individual organization that requests the issuance of aficaté
by a Certification Authority.

“Certificate Chain” shall mean an ordered list @trtificates containing an end-user Subscriber
Certificate and CA Certificates, which terminatesiroot Certificate.

“Certification Authority” or “CA” shall mean an eity authorized to issue, manage, revoke, and renew
Certificates in the GeoTrust PKI.

“Non-verified Subscriber Information” means anyarrhation submitted by a Certificate Applicant to
GeoTrust, or a GeoTrust RA, and included withineattiicate, that has not been confirmed by GeoTrust
or the RA and for which the applicable RA provideassurances other than that the information was
submitted by the Certificate Applicant.

“Registration Authority” shall mean an entity apped by GeoTrust to assist Certificate Applicants in
applying for Certificates, and to approve or ref@ettificate Applications, revoke Certificates,renew
Certificates.

“Relying Party” shall mean an individual or orgaatipn that acts in reliance on a Certificate orgital
signature.

“Repository” shall mean a portion of the GeoTrusbaite where Relying Parties, Subscribers, and the
general public can obtain copies of GeoTrust literg including but not limited to, the GeoTrust&P
Subscriber Agreements, etc.

“Subscriber” shall mean a person who is the sulgkand has been issued a Certificate.

“Subscriber Agreement” shall mean an agreement gesh RA setting forth the terms and conditions
under which an individual or organization acts &ubscriber.



“GeoTrust CPS” shall mean the GeoTrust Certificaffvactice Statement, as amended, from time to
time, which may be accessed from GeoTrust's website

3. Sufficient Information. You acknowledge and agtieat you have access to sufficient information to
ensure that you can make an informed decision teetextent to which you will choose to rely on the
information in a Certificate. You acknowledge amgege that your use of the Repository and your @ise o
any GeoTrust CRL is governed by this AgreementthedseoTrust CPS. YOU ARE SOLELY
RESPONSIBLE FOR DECIDING WHETHER OR NOT TO RELY OME INFORMATION IN A
CERTIFICATE. You also acknowledge and agree thatstwall bear the legal consequences of your
failure to comply with the Relying Party obligat®eet forth in this Agreement.

4. GeoTrust Certificates. The Certificates relipdmin accordance with this Agreement are issudinvi
the GeoTrust PKI. The GeoTrust PKI is a global mukéy infrastructure that provides Certificates &
variety of applications. GeoTrust is the servicevider within this PKI, and maintains a network of
representatives and partners throughout the w@edd.Trust, under this Agreement offers various tygfes
certificate services. For more detailed informatdnout GeoTrust’s certificate services, see thel@esh
CPS(s) published &ittp://www.geotrust.com/resources/repository/legal/

5. Your Obligations. As a Relying Party, you aréigdied to: (i) independently assess the
appropriateness of the use of a Certificate forgimgn purpose and determine that the Certificalie iw
fact, be used for an appropriate purpose; (ii)agtithe appropriate software and/or hardware ttoper
digital signature verification; or other cryptoghég operations you wish to perform, as a conditibn
relying on a Certificate in connection with eaclksoperation. Such operations include identifying a
Certificate Chain and verifying the digital signags on all Certificates in the Certificate ChaimuyY
agree that you will not rely on a Certificate usléisese verification procedures are successfi)lcfieck
the status of a Certificate on which you wish ty,ras well as all the Certificates in its Certite Chain.
If any of the Certificates in the Certificate Chaiave been revoked, you agree that that you wilrely
on the end-user Subscriber Certificate or otheoked Certificate in the Certificate Chain; and (igly
on the Certificate, if all of the checks descriliethe previous paragraphs are successful, proiusd
reliance upon the Certificate is reasonable urfiecircumstances and in light of Section 3 of this
Agreement. If the circumstances indicate a needdditional assurances, it is your responsibitity t
obtain such assurances for such reliance to beattezasonable.

6. Limitations on Use. Certificates issued withie GeoTrust PKI are not designed, intended, or
authorized for use or resale as control equipmrehaizardous circumstances or for uses requirithg fai
safe performance such as the operation of nuckedities, aircraft navigation or communication
systems, air traffic control systems, or weapomgrobsystems, where failure could lead directly to
death, personal injury, or severe environmentalatgnGeoTrust, and its RAs are not responsible for
assessing the appropriateness of the use of di€ei You agree as a Relying Party that Certiéisa
will not be used or relied upon by you beyond thethtions set forth in this Agreement.

7. Compromise of Security. You agree that you shatlimonitor, interfere with, or reverse engindmer t
technical implementation of the GeoTrust PKI, exaggon prior written approval from GeoTrust, and
shall not otherwise intentionally compromise theusgy of the GeoTrust PKI.

8. Effect of a Certificate. You acknowledge andeggto the extent permitted by applicable law, that
where a transaction is required to be in writing)essage or other record bearing a digital sigaatur
verifiable with reference to a Certificate is valeffective, and enforceable to an extent no lleas had
the same message or record been written and s@mpdper. Subject to applicable law, a digital
signature or transaction entered into with refeedinca Certificate shall be effective regardlesthef



geographic location where the Certificate is issmethe digital signature created or used, andrdbgss
of the geographic location of the place of busireéshe Subscriber.

9. GeoTrust Warranties. GeoTrust warrants to RgliAarties who reasonably rely on a Certificate: (i)
that all information in or incorporated by refererin the Certificate, except for Non-verified Sutitser
Information, is accurate; (ii) that Certificategpapring in the Repository have been issued to the
individual or organization named in the Certificatethe Subscriber, and the Subscriber has acciated
Certificate by downloading it from a website or gia email message sent to the Subscriber containing
the Certificate; and (iii) the entities that appedwthe Certificate Application and issued the @edie

have substantially complied with the GeoTrust CR®missuing the Certificate.

10. Disclaimers. YOU AGREE THAT YOUR USE OF GEOTRUS SERVICE(S) IS SOLELY AT
YOUR OWN RISK. YOU AGREE THAT ALL SUCH SERVICES AREROVIDED ON AN “AS IS”
AND AS AVAILABLE BASIS, EXCEPT AS OTHERWISE NOTEDN THIS AGREEMENT.
GEOTRUST EXPRESSLY DISCLAIMS ALL WARRANTIES OF ANXIND, WHETHER EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSEMD NON-INFRINGEMENT.
OTHER THAN THE WARRANTIES AS SET FORTH IN SECTION GEOTRUST DOES NOT
MAKE ANY WARRANTY THAT THE SERVICE WILL MEET YOUR REQUIRMENTS, OR THAT
THE SERVICE WILL BE UNINTERRUPTED, TIMELY, SECURER®ERROR FREE; NOR DOES
GEOTRUST MAKE ANY WARRANTY AS TO THE RESULTS THAT MY BE OBTAINED FROM
THE USE OF THE SERVICE OR TO THE ACCURACY OR RELIABTY OF ANY

INFORMATION OBTAINED THROUGH THE SERVICE. YOU UNDEBTAND AND AGREE
THAT ANY MATERIAL AND/OR DATA DOWNLOADED OR OTHERWISE OBTAINED
THROUGH THE USE OF GEOTRUST'S SERVICES IS DONE ADYR OWN DISCRETION AND
RISK. NO ADVICE OR INFORMATION, WHETHER ORAL OR WHITEN, OBTAINED BY YOU
FROM GEOTRUST OR THROUGH GEOTRUST'S SERVICES SHACREATE ANY WARRANTY
NOT EXPRESSLY MADE HEREIN. TO THE EXTENT JURISDICONS DO NOT ALLOW THE
EXCLUSION OF CERTAIN WARRANTIES, SOME OF THE ABOVEXCLUSIONS MAY NOT
APPLY TO YOU. GEOTRUST IS NOT RESPONSIBLE FOR ANBISLL HAVE NO LIABILITY
WITH RESPECT TO ANY PRODUCTS AND/OR SERVICES PURCSEED BY YOU FROM A
THIRD PARTY.

11. Indemnification. You agree to release, indemrdéfend and hold harmless GeoTrust and any of its
respective contractors, agents, employees, offidiexctors, shareholders, affiliates and assigns fall
liabilities, claims, damages, costs and expensekjding reasonable attorney’s fees and expenges, o
third parties relating to or arising out of: (i)wdfailure to perform the obligations of a RelyiRgrty; (ii)
your reliance on a Certificate that is not reastsahder the circumstances; or (iii) your failuoecheck
the status of a Certificate to determine if thetieate is expired or revoked. When GeoTrust is
threatened with suit or sued by a third party, GaefTmay seek written assurances from you conogrnin
your promise to indemnify GeoTrust, your failurepimvide those assurances may be considered by
GeoTrust to be a material breach of this Agreenm@atTrust shall have the right to participate ig an
defense by you of a third-party claim related taryase of any GeoTrust services, with counsel of ou
choice at your own expense. You shall have sofgoresbility to defend GeoTrust against any claiot, b
you must receive GeoTrust’s prior written consegarding any related settlement. The terms of this
Section 11 will survive any termination or cancedia of this Agreement.

12. Limitations of Liability. THIS SECTION 12 APPES TO LIABILITY UNDER CONTRACT
(INCLUDING BREACH OF WARRANTY), TORT (INCLUDING NEG&IGENCE AND/OR STRICT
LIABILITY), AND ANY OTHER LEGAL OR EQUITABLE FORM OF CLAIM. IF YOU INITIATE
ANY CLAIM, ACTION, SUIT, ARBITRATION, OR OTHER PROEEDING RELATING TO



SERVICES PROVIDED UNDER THIS SECTION 12, AND TO THEXTENT PERMITTED BY
APPLICABLE LAW, GEOTRUST'S TOTAL LIABILITY FOR DAMAGES SUSTAINED BY YOU
AND ANY THIRD PARTY FOR ANY USE OR RELIANCE ON A CETIFICATE SHALL BE
LIMITED, IN THE AGGREGATE, TO TWO TIMES THE AMOUNTPAID FOR THE CERTIFICATE.
The liability limitations provided in this Sectidi? shall be the same regardless of the numbegiaabi
signatures, transactions, or claims related to Slerhificate. GeoTrust SHALL NOT be obligated to/pa
more than the total liability limitation for eaclefificate that is relied upon.

13. Protection of Private Key. YOU ARE HEREBY NOTHD OF THE POSSIBILITY OF THEFT OR
OTHER FORM OF COMPROMISE OF A PRIVATE KEY CORRESPDING TO A PUBLIC KEY
CONTAINED IN A CERTIFICATE, WHICH MAY OR MAY NOT BEDETECTED, AND OF THE
POSSIBILITY OF USE OF A STOLEN OR COMPROMISED KEYOTFORGE A DIGITAL
SIGNATURE TO A DOCUMENT.

14. Governing Law. This Agreement and any disprd&ging to the services provided hereunder skall b
governed and interpreted according to each ofdtewing laws, respectively, without regard to its
conflicts of law provisions: (a) the laws of theatgt of California, if you are located in North Anwar or
Latin America; or (b) the law of England, if yowedocated in Europe, Middle East or Africa; ortfwd

laws of Singapore, if you are located in Asia Radifcluding Japan. The United Nations Conventian o
Contracts for the International Sale of Goods shatllapply to this Agreement.

15. Dispute Resolution. To the extent permittedaly, before you file suit or initiate an adminigiva
claim with respect to a dispute involving any asmédhis Agreement, you shall notify GeoTrust, and
any other party to the dispute for the purposeseking a business resolution. Both you and GeoTrust
shall make good faith efforts to resolve such dispia business discussions. If the dispute is not
resolved within sixty (60) days after the initiatice, then a party may proceed as permitted under
applicable law as specified under this Agreement.

16. Severability. If any provision of this Agreemeor the application thereof, is for any reasod &n
any extent found to be invalid or unenforceable,rdmainder of this Agreement (and the applicadion
the invalid or unenforceable provision to otherspais or circumstances) shall not be affected bly suc
finding of invalidity or unenforceability, and shak interpreted in a manner that shall reasonedulgy
out the intent of the parties.

17. Force Majeure. Except for payment and indenwtitigations hereunder, neither party shall be
deemed in default hereunder, nor shall it holdather party responsible for, any cessation, inf#ion
or delay in the performance of its obligations hecder due to earthquake, flood, fire, storm, natura
disaster, act of God, war, armed conflict, tertaaition, labor strike, lockout, boycott, providibat the
party relying upon this Section 17 shall: (i) haween the other party written notice thereof proympt
and, in any event, within five (5) days of discaovérereof; and (ii) shall take all reasonable steps
reasonably necessary under the circumstancesigateithe effects of the force majeure event upon
which such notice is based; provided further, thdlhe event a force majeure event described & thi
Section 17 extends for a period in excess of tl{B6) days in aggregate, the other party may
immediately terminate this Agreement.

18. Survival. This Agreement shall be applicableg® long as you rely on a Certificate, accesserthe
GeoTrust database of CRL information and in anytenatf respect concerning the subject matter af thi
Agreement.



19. Non-Assignment. You may not assign the righésited hereunder or this Agreement, in whole or in
part and whether by operation of contract, lawtbeowise, without GeoTrust’s prior express written
consent. Such consent shall not be unreasonatihell or delayed.

20. Independent Contractors. The parties to thieément are independent contractors. Neither jmrty
an agent, representative, or partner of the otagy pNeither party shall have any right, power or
authority to enter into any agreement for or onabiedf, or incur any obligation or liability of, do
otherwise bind, the other party. This Agreementl st be interpreted or construed to create an
association, joint venture or partnership betwéernparties or to impose any partnership obligation
liability upon either party. Each party shall béarown costs and expenses in performing this Agese.

21. Notices. You will make all notices, demandsemuests to GeoTrust with respect to this Agreement
in writing to: Attn: General Counsel — Legal Depaent, VeriSign, Inc., 350 Ellis Street, Mountain
View, California 94043.

22. Entire Agreement. This Agreement constitutesetiitire understanding and agreement between
GeoTrust and you with respect to the transactionsetnplated, and supersedes any and all prior or
contemporaneous oral or written representationerstanding, agreement or communication between
GeoTrust and you concerning the subject matterofhekeither party is relying upon any warranties,
representations, assurances or inducements nasskpiset forth herein. Section headings are iedert
for convenience of reference only and are not ogerto be part of or to affect the meaning this
Agreement. Terms and conditions in any purchaserstthat are not included in this Agreement or that
conflict with this Agreement are null and void.
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